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Lampiran C. 1 Source code Integrasi WebSocket NFC Reader 

// Fungsi untuk menghubungkan halaman admin ke Python NFC Bridge 

 

function connectNFCBridge() { 

    const WS_PRIMARY   = 'ws://localhost:8765'; 

    const WS_SECONDARY = 'ws://127.0.0.1:8765'; 

     

    updateScannerStatus('waiting', 'Menghubungkan ke NFC 

Bridge...'); 

    _tryConnectWS(WS_PRIMARY, WS_SECONDARY); 

} 

 

// Penanganan data ketika kartu NFC terdeteksi oleh WebSocket 

bridge 

 

nfcBridgeWS.onmessage = (event) => { 

    let msg = JSON.parse(event.data); 

    if (msg.type === 'card_detected') { 

        // Mencegah double scan (Debounce) 

        const now = Date.now(); 

        if (lastScannedUid === msg.nfc_id && (now - 

scanCooldown) < 10000) { 

            return;  

        } 

        lastScannedUid = msg.nfc_id; 

        scanCooldown = now; 

        handleNFCScan(msg.nfc_id, msg.checkin); 

    } 

}; 
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Lampiran C. 2 Source code Integrasi Payment Gateway Handler Webhook 

Pembayaran 

// Menerima notifikasi status transaksi secara asynchronous 

(Webhook) 

 

    const handleNotification = async (req, res) => { 

    const callbackData = req.body?.data || req.body || {}; 

    const orderId = callbackData.order_id; 

 

    // 1. Validasi keaslian pengirim menggunakan Signature SHA-

256 

    if (!verifyCallbackSignature(callbackData)) { 

        return res.status(401).json({ message: 'Signature 

callback tidak valid' }); 

    } 

 

    // 2. Update status transaksi lokal & sinkronisasi 

membership 

    const newStatus = 

mapGatewayStatusToLocal(callbackData.status); 

    await connection.query('UPDATE transactions SET status = ? 

WHERE order_id = ?', [newStatus, orderId]); 

     

    if (newStatus === 'success') { 

        await syncMembershipByTransactionStatus(connection, 

transaction, 'success'); 

    } 

    // ... 

}; 
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Lampiran C. 3 Source code Integrasi Payment Gateway Keamanan Validasi 

Signature Callback 

// Menghitung expected signature berdasarkan hashing SHA-256 

payload 

 

const calculateCallbackSignature = (payload) => { 

    const emailCredential = 

process.env.ESMARTLINK_EMAIL_CREDENTIAL || ''; 

    const raw = `${payload.order_id || ''}${payload.amount || 

''}${payload.channel || ''}${payload.transaction_time || 

''}${emailCredential}`; 

    return 

crypto.createHash('sha256').update(raw).digest('hex'); 

}; 

 

// Mencocokkan signature kiriman gateway dengan signature buatan 

backend lokal 

 

const verifyCallbackSignature = (payload) => { 

    if (!payload.signature) return false; 

    const expectedSignature = 

calculateCallbackSignature(payload); 

    return expectedSignature === payload.signature; 

}; 

 


